Web Security FirstWave

Enterprise grade for every
size business

Secure access to the internet and usage of cloud apps
everywhere.

Enterprise security and networking are facing a significant transformation as organization
embrace SASE, a Secure Access Service Edge. Wide-scale adoption of cloud applications, an
increase in remote workers, and expansion of branch offices has rendered the centralized, on-
premises security model impractical. The convenience, cost savings, and performance benefits
of going direct to the internet is driving a new decentralized approach to networking. Yet with
change comes risk and a new set of security challenges. Organizations require a broader set of
protection that not only improves security, but simplifies management.

CyberCision™ Web Security with Cisco Umbrella is the cloud-native, multi-function security
service at the core of Cisco’s SASE architecture. It unifies firewall, secure web gateway, DNS-
layer security, cloud access security broker (CASB), and threat intelligence solutions into a
single cloud service to help businesses of all sizes secure their network. As more organizations
embrace direct internet access, Umbrella makes it easy to extend protection to roaming users
and branch offices.

An all-inclusive, Offers real-time Provides complete
enterprise-grade web protection and thorough visibility into internet
security solution for enforcement of web activity across all devices,
businesses of any size usage policies users and locations

Our packages were designed to provide the right fit
for all organizations. From small businesses without
dedicated security professionals to multinational
enterprises with complex environments, Umbrella
provides more effective security and internet-wide
visibility on and off your network. All packages can be
integrated with your Cisco SD-WAN implementation to
provide a combination of performance, security, and

flexibility that delights both your end users and security Firstwave

team.

Powered by world’s leading
cyber security solutions
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Why Choose

Web Security?

Features:
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Advanced protection that Fast identification of infected
adds a predictive security devices and prevention of data
enforcement layer at the early exfiltration

stage
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Fast and reliable without Rapid enforcement of
added latency — 100% uptime security policies across 25
since 2006 global data centres
Rouhd-t.he-clock pro‘ac’ti"e Quick and easy deployment
monitoring and alerting of software

capabilities for high availability
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Full visibility across all network ' ,
. . ) Powerful pre-configured ‘out
devices, locations and users via A .
) - of the box’ policies, essential
real-time activity logs : . .
testing and service verification,

on-boarding and customer

training

Problem management, and
security operations by a
premium support function
consisting of a team of highly
experienced engineers

Easy design and integration
of Virtual Appliance (VA) and
Connector and Active
Directory (AD) (POA)
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Enterprise-wide activity search,

reporting and identification of
targeted attacks to determine *Included in ADR Premium add on package
potential cloud and loT risks
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